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Abstract— The active demand of using IT services among all 

the organizations whether in the government agencies or private 

sectors in more efficient and effectively had expanding in these 

present and future years. While digital transformation has led 

manufacturers to incorporate sensors and software analytics into 

their offerings, the same innovation has also brought pressure to 

offer clients more accommodating appliance deployment options.  

This paper will present a study on human-technology based of 

security management models to guideline the intelligent security 

maintenance on existing IT infrastructures. A framework model is 

presented which allows the evaluation of configuration changes in 

the agile and dynamic IT infrastructure environments with regard 

to human based management. In case of a security perspective, this 

evaluation can be used to monitor the security levels of the 

configuration over its lifetime and to indicate degradations. 
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I. INTRODUCTION (HEADING 1) 

The development of the digital transformation in the 
organizations has become more expanding in these present 
and future years. So, their needs a well plan to implement the 
IT infrastructures and equipment. The digital security play 
important role to ensure that the IT components or 
infrastructures execute well along the organization’s business 
successful. In the assessment, the focused on the intelligent 
digital security maintenance within human-technology based 
security models in IT infrastructures and presented a way for 
the theoretical and practical analysis based on the selected 
intelligent security management models. The implemented of 
intelligent human-technology centric cyber security 
maintenance within security management model in a 
prototype and evaluated it for practical and theoretical 
scenarios.  

II. METHODOLOGY 

The methodology of the proposed research will be 
carried out based on the fundamental of the experimental 
information technology method. This method examines the 
research work to demonstrate two important concepts: 
proof-of-concept and proof-of-performance. To demonstrate 
the proof-of-concept, some important steps were performed. 
First, the research area within digital security maintenance is 
critically reviewed to provide the overview that leads to the 
justification of a valid research problem. Then, a novel 

model of the digital security maintenance framework is 
designed and analytically analyzed. This includes the 
creation of the mechanism for managing security model, 
processes and metrics in relation to use of digital security 
maintenance. 

Specifically, the main stages involved in the research are 
divided into three:  (1) Data Acquisition Stage, (2) 
Investigation and Modelling Stage and, (3) Analysis and 
Evaluation Stage. 

III. CONCLUSION 

A conceptual framework of the digital security 
maintenance had proposed to make any IT infrastructures 
and services that follow those guidelines will accessible 
properly and secure by any authorized peoples in effectively 
which is human based management. However, there are no 
security aspects had been discuss in details for IT services 
and infrastructure’s maintenance. Then, the documentation 
had been provided as a manual access which is needs to 
follow the intelligent guidelines. Now days, digital security 
maintenance should be concern in any IT services and 
infrastructures in intelligent within the human based factors. 
Then, its need overall coverage to make the framework 
become more effective and easy to use. Digital security 
maintenance is more important for any organizations 
especially for manage IT services and infrastructure usage in 
human-based, safe and secure manner. 

ACKNOWLEDGMENT 

Thanks to the IEEE Signal Processing Society Malaysia 
Chapter and Institute of Autonomus System, Universiti 
Teknologi PETRONAS for accepting this paper for this 
seminar 

REFERENCES  

[1] Abubakar Sadiq Sani, Dong Yuan and etc,”Cyber security framework 
for Internet of Things-based Energy Internet,” Future Generation 
Computer Systems, Elsevier, vol. 93, pp. 849–859, April 2019. 

[2] Leandros A. Maglaras, Ki-Hyung Kim, and etc,”Cyber security of 
critical infrastructures,”  ICT Express, Elsevier, vol. 4, issues 1, pp. 
42–45, March 2018. 

[3] Zhengwei Jiang, Guoen Chen and etc, “Analysis of security operation 
and maintenance system using privacy utility in media 
environment,”Journal of Visual Communication and Image 
Representation, Elsevier, vol. 56, pp. 177–181, Oktober 2018. 

mailto:firkhan1977@yahoo.com
mailto:zali@usim.
https://www.sciencedirect.com/science/article/pii/S0167739X1730660X
https://www.sciencedirect.com/science/article/pii/S0167739X1730660X
https://www.sciencedirect.com/science/journal/0167739X
https://www.sciencedirect.com/science/journal/0167739X
https://www.sciencedirect.com/science/article/pii/S2405959517303880
https://www.sciencedirect.com/science/article/pii/S2405959517303880
https://www.sciencedirect.com/science/journal/24059595
https://www.sciencedirect.com/science/article/pii/S1047320318302220
https://www.sciencedirect.com/science/article/pii/S1047320318302220
https://www.sciencedirect.com/science/article/pii/S1047320318302220
https://www.sciencedirect.com/science/journal/10473203
https://www.sciencedirect.com/science/journal/10473203

